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ABSTRACT 
This thesis focuses on effects on quality in audio steganography. Steganography is the 
science of hiding information, which is used to hiding the data from third party. Audio 
Steganography is a technique used to transmit hidden information by modifying an 
audio signal in an imperceptible manner. Embedding information into audio 
steganography is more secure due to less steganalysis techniques for attacking to audio. 
Least significant bit (LSB) coding is the simplest way to embed information in a digital 
audio file. By substituting the least significant bit of each sampling point with a binary 
message, LSB coding allows for a large amount of data to be encoded. Listening test 
and SNR will be carry out to test the quality between original file and embedded file. 
The payload can affect the quality of sound. Thus, it can said that LSB method can 
embed high payload of hidden message compare to other methods. Besides, different 
LSB position can also affect the quality of audio. The experimental result of this 
research is that the secret message can be hidden up to LSB position 3 to maintain 
imperceptible for the audio sound.
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CHAPTER 1 
INTRODUCTION 
1.1 AUDIO STEQANOGRAPHY 
Steganography is the science of hiding information, which is used to hiding the 
data from third party. No one will suspect the existence of the hidden message except 
the sender and recipient. It is actually in a form of security through obscurity. 
Steganography is derived from the Greek for covered writing and essentially means "to 
hide in plain sight". The hidden information can be in any format such as text file, 
images, or even audio. It has been widely used by people nowadays and in ancient time. 
Simple steganography techniques have been use for hundreds of years. The first 
recorded uses of steganography can be traced back to 440BC. Demáratus, King of 
Sparta from 515 until 49 1BC, who sent a warning about a forthcoming attack to Greece 
by writing the secret message on a piece of wooden backing of a wax tablet before 
applying its beeswax surface. Compare the technology with ancient Greece, the 
technology nowadays is very advanced. The software needed for steganography can be 
download everywhere and some of them are freeware version. 
Audio Steganography is a technique used to transmit hidden information by 
modifying an audio signal in an imperceptible manner. It is used to hide secret message 
or audio file such as WAV, MP3, WMA, etc in a host message. There are few types of 
techniques of audio steganography and all of them have different embedding methods. 
Embedding information into audio steganography are more secure due to less 
steganalysis techniques for attacking to audio. Besides, natural sensitivity and difficulty
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of working on audio and improvement in related techniques is needed. As consequence, 
audio steganography is necessary to keep the hidden information safe. 
1.2 SECURITY IN AUDIO STEGANOGRAPHY 
In the current internet community, secure data transfer is limited due to its attack 
made on data communication. So more robust methods are chosen to make sure the 
secured data transfer. Audio steganography is one of the solution and it is about conceal 
its very existence. 
The goal of audio steganography is to hide a message in the audio file to obtain 
a new data so that no one will detect the presence of message in new data. Embedding 
secret message in audio file is actually more difficult process than embedding message 
in other media such as digital images as Human Auditory System (HAS) is more 
sensitive than Human Visual System (HVS). Multimedia data hiding techniques have 
developed a strong basic for steganography area with a growing number of applications. 
Multimedia data hiding have to satisfy two basic requirements which are object not 
containing any additional data and object containing secret message must be 
perceptually indiscernible, and another one is high data rate of the embedded data. 
When hiding the secret message into the audio file, make sure the quality of the 
new data is still same or not much different with the original data. If the sound quality is 
change after embedded the secret message, then other people may have known there is 
something hidden in the audio file. It is quite difficult to avoid the hidden information 
reveal to others even the data is hidden very carefully. There are some methods used to 
test the effect of quality in audio steganography which will be discussed in the 
following section.
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1.2.1 QUALITY OF AUDIO STEGANOGRAPIIY 
The audio steganography are widely used today, it can be used to embed hidden 
message into audio file to carry the information about the object or any other 
information. The way to evaluating quality of audio is to calculate the signal-to-noise 
ratio (SNR) between the original audio and audio after hiding data. SNR is most 
commonly used to measure the quality of reconstruction of lossy compression codecs. 
The signal is the original data while the noise is come from the error introduces by 
compression. 
The purpose to test the quality if the audio file is to ensure that the sound of the 
embedded file listen by human is no different to the original sound. Thus, different 
methods can be used to test the quality of audio steganography and to detect the hidden 
message. 
1.3 EFFECTS ON QUALITY IN AUDIO STEGANOGRAPHY 
Today, audio steganography is used to transmit hidden information in digital 
sound. It is a tool of embedded secret message into audio. The new data after embedded 
can be test by different methods. The hidden information will be detect and recovered 
without any error. Thus, audio steganography can be widely used by human to keep the 
secret information safe. 
Based on the motivations mentioned above, the following are the research question: 
i. What is the methods in audio steganography? 
ii. What is the effects on audio quality in audio steganography? 
1.4 PROBLEM STATEMENT 
There have many methods to embedded hidden message into an audio file such 
as LBS (Least Significant Bit) coding, phase coding, parity coding and spread coding. 
By using these different methods, it is possible to embed the hidden message with the
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change of the individual bits that make up an audio file. Any techniques which tries to 
improve the embedding payload or robustness should preserve imperceptibility. 
Different embedding payload may have different effects on audio quality. The longer 
payload or the bytes of the hidden message is bigger, then it will change the original 
audio quality and get different effects. Thus, several methods will be used to compare 
the effects on audio quality using different embedding payload. 
1.5 RESEARCH AIM 
The aim of this research is to facilitate the implementations of different methods 
to test the effects on audio quality using different embedding payload. 
1.6 RESEARCH OBJECTIVES 
There are three objectives of the research: 
i. To study methods in audio steganography 
ii. To test the method used in audio steganography 
iii. To compare effects on quality in audio steganography 
1.7 RESEARCH OUTCOMES 
The following are the research outcomes: 
i. Acquire the knowledge of method in audio steganography. 
ii. Comparing the effects on audio quality in audio steganography.
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1.8 SCOPE 
The scope in this project is to find out the different in quality between original 
audio and the audio after hiding message by using audio steganography methods. The 
way to evaluating quality of audio is to calculate the peak signal-to-noise ratio (PSNR). 
The correlation between message to host size ratio and PSNR is studied. If the ratio of 
host size to message size is greater, obtained PSNR will be better. The format that will 
be conduct in this project can be hide text file, image, or audio file such as MP3, WAy, 
WMA and others.
CHAPTER 2 
LITERATURE REVIEW 
2.1 INTRODUCTION 
In this chapter, the details of audio steganography and the previous works will 
be introduced. This chapter comprise of 6 sections. Section 2.2 is a introduction of 
audio steganography. In section 2.3, audio steganography embedded methods will be 
discussed, and section 2.4 is about the type of testing methods . Then the section 2.5 is 
the audio steganography testing. Finally, section 2.6 will be the summary of the 
literature review. 
2.2 AUDIO STEGANOGRAPHY 
Steganography is the art of hiding and transmitting data through apparently 
innocuous carriers in an effort to conceal the existence of the data, the word 
Steganography literally means covered or hiding writing as derived from Greek. Hiding 
a message with Steganography methods is more secure because it can reduce the chance 
of a message being detected. If the message is also encrypted then it provides another 
layer of protection (Johnson, 2006). Steganography is not a new science; it dates back to
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ancient times. It has been used through the ages by ordinary people, spies, rulers, 
government, and armies (Sellars, 2002). 
All Steganography techniques have to satisfy two basic requirements: 
I. The first requirement is perceptual transparency or noticeable perceptual 
distortion which means the original data which is object not containing any 
additional data and stego object which is object that containing secret message 
must be perceptually indiscernible (Anderson, R.J. & Petitcolas, F.A., 1998). 
II. The second requirement is high data rate of the embedded data. 
Generally, audio steganography started consider as attractive area that have 
viable application and space for development ( Y,Z., ZM, L. & DN, Z., 2010; AA, A., X, 
S. & H,Y., 2010 ), this is because audio steganography is getting famous for hiding 
secret message in audio file format. There are several packages now exist for hiding 
data in audio files (Medani A, G, A. Z. 0. Z. A., 2011). In the past few years, several 
techniques for data hidden in audio sequences have been presented. All of the 
developed techniques take benefit of the perceptual properties of the human auditory 
system (HAS). 
This is an example of audio steganography shown in Figure 1 to see how the 
audio steganography work. (Malviya, S., Saxena, M. & Khare, A., 2012) 
Audio	dsing	
vgta: 
isert Data	 ZI1TI	 I 
Figure 1: Blocks diagram for audio steganography 
The sender embedded secret data of any type using a digital cover file to 
produce a stego file, in this way observer cannot detect the existence of the hidden 
message. Then the receiver processes the received stego-file to extract the hidden 
message. The cover file being used is a digital audio signal. An obvious application is a
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covert communication using innocuous cover audio signal, such as telephone or video 
conference conversations. 
2.3 AUDIO STEGANOGRAPHY EMBEDDED METHODS 
This section presents some common methods used for hiding secret information 
in audio. When developing a data hiding method for audio, must first consider about the 
environments the sound signal will travel between encoding and decoding. There are 
two main areas of modification which is the storage environment, or digital 
representation of the signal that will be used, and the transmission pathway the signal 
might travel. (Malviya, S., Saxena, M. & Khare, A., 2012) 
2.3.1 Least Significant Bit (LSB) Coding Method 
In LBS coding method, least significant bit is modified to embed data. It is the 
simplest way to embed information in an audio file. LSB coding allow huge amount of 
data to be encoded by substitute the least significant bit of each sampling point with a 
binary message. This will not change the size of file even after encoding and also 
suitable for any type of audio file format. (Nehru, G. & Dhar, P., 2012) 
The least significant bit substitution of a sample is to replaces with a message bit. 
The signal content should be consider first before deciding on the LSB operation to use. 
To extract a secret message from an LSB encoded sound file, the receiver need to 
access to the. sequence of sample indices used in the embedding process. The length of 
the secret message to be encoded is smaller than the total number of samples in a sound 
file. It is important to choose the subset of samples that will contain the secret message 
and communicate that decision with the receiver at the beginning of the sound file and 
perform. ( A, N. & K, G. A., 2012)
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2.3.2 Phase Coding Method 
The basic idea of phase coding method is to split the original audio stream or 
cover file into few blocks and embed the whole message data sequence into the phase 
spectrum of the first block. 
Below will discuss the procedure for the phase coding done by Swati Malviya, Manish 
Saxena and Anubhuti Khare, 2012: 
a. The original sound signal is break into few smaller segments whose lengths equal the 
size of the message to be encoded. 
b. A Discrete Fourier Transform (DFT) is applied to each segment to create a matrix of 
the phases and Fourier transform magnitudes. 
c. Phase differences between adjacent segments are calculated. 
d. Phase shifts between consecutive segments are easily detected. This can be say that 
the absolute phases of the segments can be changed but the relative phase differences 
between adjacent segments must be preserved. Therefore the secret message is only 
inserted in the phase vector of the first signal segment as follows 
if message bit =0 
2 
if mssge bit 
e. A new phase matrix is created using the new phase of the first segment and the 
original phase differences. 
f. The new phase matrix and original magnitude matrix is using, the sound signal is 
reconstructed by applying the inverse DFT and then concatenating the sound segments 
back together. To extract the secret message from the sound file, the receiver must 
know the segment length. The receiver can then use the DFT to get the phases and 
extract the information.
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2.3.3 Spread Spectrum Method 
In the context of audio steganography, the basicspread spectrum (SS) method 
attempts to spread secret information across the audio signal's frequency spectrum as 
much as possible. This is analogous to a system using an implementation of the LSB 
coding that randomly spreads the message bits over the entire sound file. The SS 
method spreads the secret message over the sound file's frequency spectrum, using a 
code that is independent of the actual signal. As a result, the final signal occupies a 
bandwidth in excess of what is actually required for transmission. ( Venkateswaran, R. 
& V. Sundaram, 2011) 
Zhou et at. proposed an algorithm embedding watermark in 0th DCT (Discrete 
Cosine Transform) coefficient and 4th DCT coefficients which are obtained by applying 
DCT on the original signal. The original signal is transformed into frequency domain 
using DCT. The process of generating embedded signal is shown. as embedding 
procedure in Figure 1. Embedded signal will has some attacks, so noise is added to the 
signal. To extract the watermark the attacked signal is fed through extraction procedure. 
The procedure for extractions follows the same steps as that in embedding procedure as 
shown in Figure 1. The extraction process involves taking the attacked signal and 
applying DCT, framing the obtained components. And they obtain ned frames are used 
to obtain the watermark. Care is taken to replicate the procedure used for embedding 
process. (Malik, H. & Katig, S. S., 2013) 
original
cr LI Framing I	 I	 I 
I	 I	 -	 I	 Attack and	 Extracted 
Embed	 watarma 
	
Watermark	 OCT 	 Framing  
andIOCT 
Original	 Watcrmark 
Watcirnark	 5jpnCt
Extraction PrOCc,cIUr 
E,nbtdd,ng procedure 
Figure 2: Example for spread spectrum technique
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2.3.4 Parity Coding Method 
The parity coding method breaks a signal down into separate regions of samples 
and encodes each bit from the secret message in a sample region's parity bit. If the 
parity bit of a selected region does not match the secret bit to be encoded, the process 
flips the LBS of one of the samples in the region. So that the sender has more choice to 
encode the secret bit, and the signal can be changed in a more unobtrusive fashion. 
(Venkateswaran, R. & V. Sundaram, 2011) 
2.4 TYPE OF TESTING METHODS 
There are two types of methods to evaluate the sound quality of audio 
steganography. There are subjective evaluation to listen to the sound and objective 
evaluation such as using Peak-Signal-To-Noise Ratio (PSNR) and Mean Square Error 
(MSE) tests. Subjective listening test are indispensable and essential toward perceptual 
quality evaluation, because of the ultimate judgment that is made by human perception 
and the unreliability to the objective test. But, carrying out such listening tests is quite 
difficult and also not enough for manufacturing. Therefore, objective evaluation are 
useful to provide a convenient, consistent and fair measurement ( Y, L. & WIT, A., 
2008). 
2.5 AUDIO STEGANOGRAPIIY TESTING 
This steganography research will be test to find the level of quality stegofile 
after the message embedded to the carrier. For the bitmap carrier type file tested using 
the Peak Signal to Noise Ratio (PSNR) formula and the Signal to Noise Ratio (SNR) for 
wave stegofile which both of these formulas will be counted in decibel (dB). The aim of 
objective evaluation tests is to facilitate the implementation of subjective listening tests
12 
( Kiah,, M. et al., 2011). To achieve its goal, results of objective evaluation should 
related well with Subjective Different Grade (SDG) by Arnold, 2012. 
Description of impairments Difference, grad! 
Very annoying 1 
Annoying 2 
Slightly annoying S 
Perceptible but not annoying 4 
Iniperceotible! 5
Figure 3: Subjective Different Grade 
The main full-reference objective test for audio quality metrics that have been appears 
in the literature are: 
I. Peak Signal4oNoise Ratio (PSNR) 
II. Mean Square Error (MSE) 
III. Signal to-Noise Ratio (SNR) 
Nowadays, PSNR is widely used because it is simple to calculate, has clear 
physical meanings, and is mathematically easy to deal with for optimization purpose 
( Kiah, M. et al., 2011). PSNR is most commonly used to measure the quality of 
reconstruction of lossy compression codecs. 
The value of PSNR is good if it is above of 20 dB with formula ( Kriti, S. & Kumar, S. 
P., 2010):
(LMS—EPSNR =10 Log10 
52 
255 is the highest value of pixel intensity and MSE (Mean Square Error) is the average 
value of total square of Absolute Error between carrier file and stegofile. 
MSE can be counted with the formula bellow: 
rn-i ,-i 
MSE 
= X  L0 ff0 
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The SNR formula used to know the distortion ratio that happened after the message 
inserted to the carrier with the formula ( Sujay, N. & Gaurav, P., 2010): 
SNR = 10 Log10
t2n	 j 
X(n) is the average of RMS (Root Mean Square) value from the carrier file and Y(n) is 
the average of RMS value from stegofile. The RMS value is the formula to know how 
big the sample audio out of any audio file. It can be known by using the audio editor 
application that provides information about quality of RMS audio. In audio signals for 
example, an SNR below 20 dB, generally denotes a noisy audio signal, while an SNR of 
30 dB and above indicates that the audio signal quality is preserved ( Djebbar, F., Ayad, 
B., Meraim, K. A. & Hamam, H., 2012). 
26 SUMMARY 
As a conclusion for this literature review, there are few audio steganography 
methods to embed secret data into audio file and being discussed. Besides, there are few 
testing methods to test the quality of audio steganography. It can be conclude that 
different payload capacity will have different effects on quality in steganography. So, 
there will have a limit to embed the secret message on an audio file.
CHAPTER 3 
RESEARCH METHODOLOGY 
3.1 INTRODUCTION 
This chapter is going to describe the method have been used in this research on 
audio steganography. In section 3.2, is to discuss about the research methodology of 
proposed method to embed hidden message in the audio steganography. For the section 
3.3, it is to discuss about the research methodology of testing method for the effects on 
quality in audio steganography. At last, 3.4 will be the conclusion for the proposed 
method. 
3.2 RESEARCH METHODOLOGY OF AUDIO STEGANOGRAPHY 
3.2.1 Challenges in Steganography 
Like all multimedia data hiding methods, audio steganography has to satisfy 
three basic requirements to achieve in an effective audio steganography. The three basic 
requirements are also a challenge for audio steganography. 
There are on below:
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i. Perceptual Transparency: In order to avoid raising the suspicions of 
eavesdroppers, while evading the meticulous screening of algorithmic detection, 
the hidden contents must be invisible both perceptually and statistically. 
ii. Size of Payload: Steganography aims at hidden communication and therefore 
usually requires sufficient embedding capacity. Requirements for higher payload 
and secure communication are often contradictory. 
• iii. Robustness: Steganography should increase the robustness to avoid 
unintentional attacks. 
3.2.2 Least Significant Bit (LSB) Method 
Least significant bit (LSB) coding is the simplest way to embed information in a 
digital audio file. By substituting the least significant bit of each sampling point with a 
binary message, LSB coding allows for a large amount of data to be encoded. In LSB 
coding, the ideal data transmission rate is 1 kbps per 1. kHz. In some implementations of 
LSB coding, however, the two least significant bits of a sample are replaced with two 
message bits. This increases the amount of data that can be encoded but also increases 
the amount of resulting noise in the audio file as well. A novel method which increases 
the limit up to four bits by Nedeljko Cvejic, Tapio Seppben & medialeam Oulu. To 
extract a secret message from an LSB encoded sound file, the receiver needs access to 
the sequence of sample indices used in the embedding process. Normally, the length of 
the secret message to be encoded is smaller than the total number of samples in a sound 
file. One must decide then on how to choose the subset of samples that will contain the 
secret message and communicate that decision to th6 receiver. One trivial technique is 
to start at the beginning of the sound file and perform LSB coding until the message has 
been completely embedded, leaving the remaining samples unchanged. This creates a 
security problem, however in that the first part of the sound file will have different 
statistical properties than the second part of the sound file that was not modified. One
